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What is Data Protection and Privacy?

COPPA APPI
PIPEDA

Data protection and privacy is the relationship between the
collection and dissemination of data and public expectation of
and rights to privacy. The challenge of data protection and .

privacy is to collect and use data to deliver efficient services, ﬁ
while protecting an individual’s privacy preferences and their .
personally identifiable information (PII). @
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What is GDPR?

within the European Union and European Free Trade

The General Data Protection Regulation (GDPR) is a regulation

which governs data protection and privacy for all individuals

Agreement (EFTA). GDPR gives individuals control over their

v’ personal data and applies to businesses processing of personal
data of individuals inside the EU and EFTA.
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GDPR segments stakeholders in 3 main groups:

1. Data Subjects — People Being
Recorded on Camera

Continuous, Event, or GDPR has been created to regulate the i@
privacy and the way personal data of European & EFTA

residents and European Citizens is managed, worldwide.

GDPR gives Data Subjects a number of rights. A few notable

right are : the right to be forgotten, right of access by the

data subject or the right to object.
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https://gdpr-info.eu/art-3-gdpr/
https://gdpr-info.eu/art-17-gdpr/
https://gdpr-info.eu/art-15-gdpr/
https://gdpr-info.eu/art-21-gdpr/

2. Data Controllers — Operators of the
Video Surveillance System

~l

Data Controllers are the Video Surveillance End Users:

Images are being monitored and
recorded for the purposes of crime

R Shopping Malls, Airport, Metros and other facilities with a

This scheme is controlled by: . .
— Video Surveillance System.

For more information:
—

Data Controllers are impacted the most by GDPR as the
compliance burden falls on them. Compliance is critical

as fine for non compliance are very high

{”Copyright©2020" : “All Rights Reserved” * An yCo n n e C t

“Page” - "5
}


https://gdpr-info.eu/issues/fines-penalties/

3. Data Processors — Companies
Handling Data of Data Subjects

Companies handling and/or processing personal data @
according to GDPR are defined as Data Processors. In / \
general, Cloud/SaaS companies as well as some Systems

Integrators (who are processing/handling personal data) are

defined by GDPR as data processors. The GDPR compliance

burden falls on Data Controllers, thus Data Processor and

their products and solutions will never be GDPR compliant
on their own. However, Data Processors products &
solutions shall have all the right features, technologies and
processes in place to enable Data Controllers to be GDPR

compliant.
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https://gdpr-info.eu/art-28-gdpr/
https://gdpr-info.eu/chapter-4/
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Broadly speaking, GDPR requires that personal data be:

Processed lawfully, fairly and in
a transparent manner

“Copyright©2020” : “All Rights Reserved”
"Page” : "7"

—

Collected for specified,
explicit and legitimate
purposes and not further
processed in a manner
incompatible with those
purposes

Adequate, relevant, and
limited to what is necessary
for achieving those
purposes

Accurate and kept up-to-
date
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Select duration

eeks
Stored no longer than Properly secured against
necessary to achieve the accidental loss, destruction
purposes for which it was or damage

collected, and
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Get started with AnyConnect.

Ready to get started? Contact us

Talk to an expert
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https://anyconnect.com/contact-us/

